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Chapter I
Introduction
The basic objectives of this guide are the following:
• To describe and recommend procedures to be performed 
by an independent auditor (conducting an examination of 
financial statements) in the auditor’s study and evaluation 
of electronic data processing (EDP) accounting controls as 
a part of the overall review of the accounting control system. 
This study and evaluation will be used to determine the 
nature, timing, and extent of audit procedures to be applied 
in the examination of financial statements.
• To provide the auditor with information useful for meeting 
the requirements of Statement on Auditing Standards No. 3, 
“The Effects of EDP on the Auditors Study and Evaluation 
of Internal Control,” through illustration and description of 
various control techniques and related auditing procedures.
• To outline some examples of the typical tests of compliance 
that can be applied to EDP accounting controls.
• To discuss, in general terms, the possible effect of a weak­
ness in EDP accounting control.
Substantive testing and the use of the computer as an audit tool 
are not covered in this guide.
Overview
This guide is intended for use by an independent auditor who 
has a basic understanding of EDP. It is not a basic educational
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tool to explain data-processing concepts. In some cases, certain 
elements of EDP systems are explained, but these explanations 
are the exception and are presented for purposes of clarification.
The second standard of field work states, “There is to be a 
proper study and evaluation of the existing internal control as 
a basis for reliance thereon and for the determination of the 
resultant extent of the tests to which auditing procedures are 
to be restricted.”1 This guide is intended to assist the auditor in 
complying with the second standard as it applies to the study 
and evaluation of accounting control in accounting systems that 
include EDP activities. Planning for data-processing accounting 
control reviews should be coordinated with other audit plans 
and objectives.
Electronic data-processing systems usually eliminate the need 
for certain manual procedures and may create a need for others. 
Moreover, such systems often consolidate several functions that 
were previously segregated in manual systems. The elimination 
of certain manual procedures and centralization of functions tends 
to combine incompatible functions within EDP, that is, it provides 
the ability both to commit and to conceal errors or irregularities. If 
adequate accounting controls are to be maintained, it is necessary 
to implement compensating controls such as independent docu­
ment counts, control totals of significant data fields, and control 
over access to EDP equipment and computer files. When these 
compensating controls exist, the system may well provide better 
and more consistent control than could be obtained in a non-EDP 
system. This guide provides an indication of the kinds of controls 
an auditor should expect to find within data processing. It should 
be noted that there are no existing standards for the specific 
combination of controls that a client should utilize in a given 
system. This guide does not attempt to establish such a standard. 
Rather, each system should utilize controls which, under the 
circumstances, provide an adequate level of accounting control.
This guide relates to batch-oriented systems. Although there 
are some brief references to advanced systems, such as on-line 
or real-time systems, the basic control elements of these systems
1 AICPA, Statement on Auditing Standards No. 1, “Codification of 
Auditing Standards and Procedures” (New York: AICPA, 1973), Sec. 
320.01. Hereinafter noted in text as SAS No. 1.
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have not been clearly defined. Advanced systems may differ from 
batch-oriented systems in the method of data input, the organi­
zation of data within the EDP system, the nature of the audit 
trail designed into the systems, and the amount of hard copy 
output provided. Advanced system’s data input may originate 
either from remote terminals linked by communication networks 
to a central computer or from sensors within the systems that 
automatically generate transactions. Data within the advanced 
systems may be organized into one or more data bases which 
can be used for both administrative and accounting applications. 
The audit trail designed into advanced systems may be tem­
porary or may differ from that normally found in batch-oriented 
systems. Considerably more experience with advanced systems 
will be required before a consensus about accounting controls 
develops. It should be noted, however, that many of the control 
objectives, techniques, and compliance testing procedures de­
scribed in this guide are applicable to advanced systems.
Most existing computer installations are batch oriented, and 
the continuing development of low-cost small computers for busi­
ness applications seems likely to perpetuate the batch-processing 
approach. (Some data entry functions may be performed in an 
on-line mode, but processing itself will be a batch-oriented 
operation.) With this in mind, the purpose of this guide is to 
provide coverage of those systems of interest to the largest num­
ber of auditors. However, as EDP technology continues to ex­
pand and develop, the auditors can expect to encounter systems 
features not described in this guide. Although these new features 
will not change the basic objectives of EDP accounting controls, 
they may affect the manner in which the objectives are accom­
plished.
Accounting Control
Accounting control
comprises the plan of organization and the procedures and rec­
ords that are concerned with the safeguarding of assets and 
the reliability of financial records and consequently are designed 
to provide reasonable assurance that:
a. Transactions are executed in accordance with management’s 
general or specific authorization.
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b. Transactions are recorded as necessary (1) to permit prepara­
tion of financial statements in conformity with generally accepted 
accounting principles or any other criteria applicable to such 
statements and (2) to maintain accountability for assets.
c. Access to assets is permitted only in accordance with manage­
ment’s authorization.
d. The recorded accountability for assets is compared with the 
existing assets at reasonable intervals and appropriate action is 
taken with respect to any differences. (SAS No. 1, Sec. 320.28.).
The objectives and essential characteristics of accounting con­
trol do not change with the method of data processing. However, 
organization and control procedures used in electronic data 
processing may differ from those used in manual or mechanical 
data processing.2
When reviewing controls in an accounting system, the auditor 
should develop an understanding of the flow of transactions 
through that system. When manual processes in an accounting 
system have been automated, the auditor should understand the 
transaction flow through both manual and EDP processing.
Description of EDP Activities
Business transactions include exchanges with parties outside 
the business entity and transfers or use of assets or services within 
the entity. These transactions can be recorded by manual or 
mechanical means, by EDP equipment, or by a combination of 
these techniques. In a manual system, transactions are typically 
supported by some kind of visible record, for example, approvals, 
vouchers, or records of accountability, such as perpetual inven­
tory records. Similar records often exist in an EDP system but 
in some cases may be available only in machine-sensible form.
Machine-sensible data files frequently are the basic records 
of an EDP-based accounting system. These records ordinarily 
cannot be read or changed without the use of a computer. It is 
possible to alter these files without leaving any visible evidence
2 AICPA, Statement on Auditing Standards No. 3, “The Effects of EDP 
on the Auditor’s Study and Evaluation of Internal Control” (New 
York: AICPA, 1974), paragraph 10. Hereinafter noted in text as 
SAS No. 3.
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of the change. Detecting a change in manual records is often 
difficult, but this difficulty can be greatly increased when dealing 
with possible changes in machine-sensible records.
An EDP-based system includes the following elements:
1. Hardware—The physical equipment or devices that constitute 
a computer. These may include the central processing unit, 
card reader, tape drives, disk devices, printers, and other de­
vices.
2. Software
(a) System programs—Programs that are used to perform 
generalized functions for more than one application. 
These programs, sometimes referred to as supervisory 
programs, typically include “operating systems,” which 
control, schedule, and maximize efficient use of the hard­
ware, “data management systems,” which perform stand­
ardized data-handling functions for one or more appli­
cation programs, and “utility programs” that can be used 
to perform basic EDP operations. System programs gen­
erally are developed by the hardware supplier or by 
software development companies and typically are tai­
lored by each user to suit individual requirements.
(b) Application (user) programs—Sets of computer instruc­
tions utilized in performing data-processing tasks. These 
programs are usually written within the organization or 
purchased from an outside supplier.
3. Documentation—A description of the system and its controls 
in relation to input, data processing, output, report processing, 
logic, and operator instructions.
4. Personnel—Persons who manage, design, program, operate, or 
exercise control over data-processing systems.
5. Data—Transactions and related information entered, stored, 
processed, or produced by the system.
6. Controls—Procedures designed to assure the proper recording 
of transactions and to prevent or detect errors or irregularities.
From the auditors viewpoint, there are several significant 
differences between EDP activities and non-EDP activities, in­
cluding the following:
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1. Many control procedures in manual systems leave documen­
tary evidence of performance. Since many control proce­
dures in computer systems leave no documentary evidence 
of performance, different tests of compliance may be required.
2. Information in manual systems is visible. Files and records 
in EDP systems are usually in machine-sensible form and 
cannot be read without the use of the computer.
3. The decrease of human involvement in the handling of trans­
actions processed by computers can obscure errors that might 
have been observed in a manual system.
4. With proper controls in place, EDP systems can provide bet­
ter reliability than manual systems because they uniformly 
subject all data to the same controls. Manual systems are 
subject to human error on a random basis.
5. To develop an understanding of a complex EDP system and 
to perform tests of compliance (SAS No. 3, paragraph 4) and 
other necessary audit procedures, the auditor ordinarily must 
obtain specialized EDP knowledge. This may require a sig­
nificant amount of training beyond what was required to cope 
with non-EDP systems.
6. Because of the difficulty in effecting changes after an EDP 
system has been implemented, the auditor may want to be­
come familiar with the design and testing of new EDP sys­
tems at an early stage in the development process in order 
to anticipate possible problems in future audits of those 
systems.
“The establishment and maintenance of a system of internal 
control is an important responsibility of management.” (SAS 
No. 1, Sec. 320.31.) EDP accounting controls are a part of that 
responsibility. Management can meet this responsibility and assist 
the auditor in the following ways:
1. By maintaining a system of EDP accounting controls that 
includes an audit trail.
2. By making up-to-date documentation and knowledgeable per­
sonnel available to assist the auditor in developing an under­
standing of the system.
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3. By providing needed computer resources for audit process­
ing.
4. By keeping the auditor informed about major system changes. 
(A list of all major changes should be maintained and made 
available to the auditor on request.)
During the review of EDP activities, the auditor should con­
sider management’s responsibilities and work load when request­
ing information, resources, or assistance. The auditor may find 
the following suggestions useful in planning and organizing these 
requests:
1. Obtain or prepare descriptions of significant client systems. 
Include these descriptions in the audit workpapers to min­
imize the need for repeating explanations from year to year.
2. Work with the client in planning and scheduling processing 
for computer-assisted audit techniques. These plans should 
be developed well in advance of the need for processing. 
Such joint planning is only practical when the surprise ele­
ment is not an audit consideration. Files that will be needed 
for audit applications should be identified so they will be 
retained until no longer needed by the auditor.
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Chapter 2
Performing the Study and Evaluation 
of Accounting Controls
Introduction
The “essential characteristics of internal accounting control” 
include:1
Personnel.
Segregation of functions.
Execution of transactions.
Recording of transactions.
Access to assets.
Comparison of recorded accountability with assets.
SAS No. 3 discusses the effect of EDP on the characteristics 
of accounting control2 and identifies two basic types of EDP 
accounting control procedures: general controls, which relate to 
all EDP activities, and application controls, which relate to speci­
fic accounting tasks. (SAS No. 3, paragraph 6.)
Similarly, the auditors study and evaluation of these controls
1 AICPA, Statement on Auditing Standards No. 1, “Codification of 
Auditing Standards and Procedures” (New York: AICPA, 1973), 
Secs. 320.30 and 320.35-.48. Hereinafter noted in text as SAS No. 1.
2 AICPA, Statement on Auditing Standards No. 3, ’’The Effects of 
EDP on the Auditor’s Study and Evaluation of Internal Control” 
(New York: AICPA, 1974), paragraph 10-23. Hereinafter noted in 
text as SAS No. 3.
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can be divided into two phases: the preliminary phase of the 
review and the completion of the review. Both general controls 
and application controls should be considered by the auditor in 
each phase of the study and evaluation of accounting controls 
as they relate to the EDP controls. The depth and level to which 
these controls are reviewed will, however, vary significantly be­
tween the two phases.
During the preliminary phase of the review of EDP control, 
the auditor’s concerns center chiefly around identifying and 
understanding the structure of EDP accounting controls as they 
relate to the company’s system of internal accounting control. 
At the completion of the preliminary phase of the review, the 
auditor assesses both general and application controls and deter­
mines whether these controls appear to provide a basis for audit 
reliance. If, after this assessment, the auditor plans to place reli­
ance on accounting control procedures within the EDP portion 
of one or more applications, the review would be carried to 
completion for those controls. This review would include those 
general controls and application controls on which audit reliance 
is planned. In the completion of the review, audit procedures 
would be developed to determine how individual controls func­
tion, their relationship to other controls, and, through compliance 
testing, whether they are functioning as intended.
For example, in the preliminary phase of the review, the audi­
tor may determine through discussions with data-processing per­
sonnel that the installation appears to have adequate segregation 
of functions, appropriate documentation and systems controls, and 
adequate access controls. During the completion of the review 
of these general controls, the auditor would gather additional 
information as to the manner in which specific general controls 
are organized and whether they function as intended. The auditor 
might, at this review level, review job assignments and respon­
sibilities, examine documentation for completeness and adherence 
to company standards, and observe computer operations to de­
termine specific controls over access to equipment, programs, 
and data.
Preliminary Phase of Review
“The preliminary phase of the auditor’s review should be de­
signed to provide an understanding of (a) the flow of transactions
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through the accounting system, (b) the extent to which EDP is 
used in each significant accounting application, and (c ) the basic 
structure of accounting control.” (SAS No. 3, paragraph 25.) 
Based on this knowledge, the auditor can assess the significance 
of accounting control within EDP, in relation to the entire sys­
tem of control, and can then determine the extent of additional 
review required. The depth of the preliminary phase of the 
review necessary to develop an understanding of each significant 
accounting application and its controls varies according to the 
nature and complexity of the system.
"The auditor’s preliminary understanding ordinarily is obtained 
by inquiry, but it also may be obtained by observing client 
personnel and reviewing documentation.” (SAS No. 3, paragraph 
25.) The preliminary phase of the review covers both the EDP 
and non-EDP portions of an accounting system. The auditor gen­
erally begins by obtaining descriptive information about the 
system, significant accounting applications, and the extent to 
which EDP is employed in processing such applications. The 
auditor uses this information to develop an understanding of how 
the client’s accounting system is organized and how the data flows 
through the system.
During the preliminary phase of the review, the auditor may 
gather information through discussion with appropriate client 
personnel, observation, review of documentation, review of job 
descriptions, systems flowcharts, decision tables, and organiza­
tion charts that illustrate the lines of authority and division of 
duties in handling and controlling data.
The auditor also may refer to written materials that identify 
policies and procedures that have an influence on control. For 
purposes of logical presentation, the three basic types of infor­
mation the auditor needs to understand are discussed separately 
in the paragraphs below. Normally, the auditor would simultane­
ously gather all of this information during the course of the 
preliminary phase of the review.
To understand the flow of transactions, the auditor might con­
sider, but not necessarily limit attention to, the following factors:
1. Applications documentation.
2. Activities and related source documents that start the flow 
of transactions.
10
3. Non-EDP processing applied to the source documents.
4. Conversion of data into machine-sensible form.
5. Flow of machine-sensible transactions through significant 
accounting applications.
6. Master files that may be used to supply additional informa­
tion to support the flow of transactions.
7. Procedures for the correction of errors.
8. Output files that are created, or master files that are up­
dated, as part of the processing of data.
9. Output reports produced for significant accounting appli­
cations.
10. Non-EDP processing of output reports.
The auditor may gain an understanding of these factors by 
tracing the flow of a limited number of sample transactions 
through the EDP and non-EDP segments of accounting applica­
tions. This is sometimes called a system walk-through and may 
be accomplished by use of systems flowcharts. The auditor should 
develop this understanding of the flow of transactions even 
though no decision has been made about whether EDP account­
ing controls appear to provide a basis for audit reliance.
To understand the extent of EDP utilization in each significant 
accounting application, the auditor might consider, but not neces­
sarily limit attention to, the following factors:
1. Number and types of transactions processed.
2. Total dollar value of each type of transaction.
3. The extent and nature of the processing accomplished within 
EDP, including processing performed by computer programs.
4. Division of the flow of transactions between EDP and non- 
EDP activities.
To understand the basic structure of accounting controls, the 
auditor might consider, but not necessarily limit attention to, the 
following factors:
1. The controls that are provided.
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2. Division of control responsibility between the EDP and non- 
EDP portions of the system.
3. The relationships between manual and EDP-based controls.
4. The nature, extent, and availability of the information that 
provides a management or audit trail.
EDP accounting controls include both general and application 
controls. In the review of the controls within an application or 
installation, it may sometimes be difficult to identify clearly a 
particular control technique as belonging to one or the other of 
these two categories. General controls, which are discussed in 
detail in chapter 3, comprise
(a) the plan of organization and operation of the EDP activity,
(b) the procedures for documenting, reviewing, testing, and ap­
proving systems or programs and changes thereto, (c) controls 
built into the equipment by the manufacturer (commonly referred 
to as “hardware controls”), (d) controls over access to equipment 
and data files, and (e) other data and procedural controls affect­
ing overall EDP operations. Weaknesses in general controls often 
have pervasive effects. When general controls are weak or ab­
sent, the auditor should consider the effect of such weakness or 
absence in the evaluation of application controls. (SAS No. 3, 
paragraph 7.)
During the preliminary phase of the review of general controls, 
the auditor should seek answers to the following types of ques­
tions:
1. Do organizational controls within the data-processing depart­
ment seem to provide for adequate supervision and segrega­
tion of functions within EDP and between EDP and users?
2. Are there procedures that appear to provide controls over 
systems development and access to systems documentation?
3. Are there apparent controls over program and systems 
maintenance?
4. Do there appear to be controls over computer operations, in­
cluding access to data files and programs?
5. Are there controls that seem to assure completion of file recon­
struction and processing recoveries?
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6. Do the internal auditors apparently become involved in the 
review and testing of EDP accounting controls?
Application controls, which are discussed more fully in chap­
ter 4, relate to specific tasks performed by EDP. The function 
of these controls is to provide reasonable assurance that the 
recording, processing, and reporting of data are properly per­
formed. There is considerable choice in the particular procedures 
and records used to effect application controls. Application con­
trols often are categorized as input controls, processing controls, 
and output controls. (SAS No. 3, paragraph 26.) While con­
ducting the preliminary phase of the review of application con­
trols, the auditor may want to seek answers to questions similar 
to the following:
1. Do input controls provide reasonable assurance that data re­
ceived for processing by EDP have been properly authorized, 
converted into machine-sensible form, and identified and that 
data (including data transmitted over communication lines) 
have not been lost, suppressed, added, duplicated, or other­
wise improperly changed? (Input controls include controls 
that relate to rejection, correction, and resubmission of data 
that were initially incorrect.)
2. Do processing controls provide reasonable assurance that elec­
tronic data processing has been performed as intended for the 
particular application, that is, that all transactions are proc­
essed as authorized, that no authorized transactions are 
omitted, and that no unauthorized transactions are added?
3. Do output controls assure the accuracy of the processing result 
(such as account listings or displays, reports, magnetic files, 
invoices, or disbursement checks) and that only authorized 
personnel receive the output? ( SAS No. 3, paragraph 26a.)
Preliminary Phase of the Review— Assessment
SAS No. 3, paragraph 26, states:
After completing the preliminary phase of his review . . . for 
each significant accounting application the auditor should be in
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a position to assess the significance of accounting control within 
EDP in relation to the entire system of accounting control and 
therefore to determine the extent of his review of EDP account­
ing control.
a. The auditor may conclude that accounting control procedures 
within the EDP portions of the application or applications ap­
pear to provide a basis for reliance thereon and for restricting 
the extent of his substantive tests. In that event, unless the 
auditor chose to follow the procedures described in paragraph 
26c, he would complete his review of the EDP accounting con­
trol procedures, perform related tests of compliance, and evalu­
ate the control procedures, to determine the extent of his re­
liance thereon and the extent to which substantive tests may 
be restricted.
b. The auditor may conclude that there are weaknesses in ac­
counting control procedures in the EDP portions of the appli­
cation or applications sufficient to preclude his reliance on such 
procedures. In that event, he would discontinue his review of 
those EDP accounting control procedures and forego perform­
ing compliance tests related to those procedures; he would not 
be able to rely on those EDP accounting control procedures. 
The auditor would assess the potential impact on the financial 
statements he is examining of such weaknesses as have come 
to his attention, and would accomplish his audit objectives by 
other means.
c. The auditor may decide not to extend his preliminary review 
and not to perform tests of compliance related to accounting 
control procedures (either in general or as to certain pro­
cedures) within the EDP portions of the application or appli­
cations even though he concludes that the controls appear ade­
quate. In that event, he would not he able to rely on those 
EDP accounting control procedures. Situations of this type 
could be those in which—
(1) The auditor concludes that the audit effort required to 
complete his review and test compliance would exceed the 
reduction in effort that could be achieved by reliance upon 
the EDP accounting controls.
(2) The auditor concludes that certain EDP accounting con­
trol procedures are redundant because other accounting 
control procedures are in existence.
The auditor should perform the preliminary phase of the re­
view for all significant accounting applications. In addition, the 
auditor can change the preliminary assessment of EDP account­
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ing controls if additional information is obtained while completing 
the review or performing tests of compliance that indicates that 
the initial assessment was not warranted. In these circumstances, 
the auditor should reconsider the control reliance alternatives pre­
sented in SAS No. 3, paragraph 26. If the original reliance assess­
ment is changed because the auditor is unable to rely on certain 
EDP accounting controls, the nature and extent of substantive 
tests should be reconsidered and, if necessary, revised.
Completion of Review
In completing the review, the auditor should “(a) Consider the 
types of errors and irregularities that could occur. (b ) Determine 
the accounting control procedures that should prevent or detect 
such errors and irregularities.” (SAS No. 1, Sec. 320.65.) If the 
preliminary assessment indicates that EDP accounting controls 
appear to provide a basis for reliance, and the auditor has ten­
tatively decided to place reliance on these controls, the auditor 
would complete the review of these control procedures, perform 
related tests of compliance, and evaluate the control procedures 
to determine the extent of his reliance thereon and the extent 
to which substantive tests may be restricted. (SAS No. 3, para­
graph 26a.)
During the preliminary phase of the review, the auditor should 
have developed an understanding of the flow of transactions 
through the accounting system, the extent to which EDP is used 
in each significant accounting application, and the basic struc­
ture of accounting control. (SAS No. 3, paragraph 25.) During 
the completion of the review as it relates to EDP controls, the 
auditor should investigate specific general controls and applica­
tion controls, identify how the controls operate, and obtain the 
necessary information for designing effective tests of compliance.
Completion of Review— General Controls
The auditor’s study and evaluation of the general controls 
within the system should identify major strengths and weaknesses 
to be considered in the evaluation of application controls. In 
completing the review of general controls, the auditor should 
expand on the knowledge obtained during the preliminary phase 
of the review. This effort will usually involve examining docu­
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mentation, interviewing data-processing personnel and users, and 
observing the actual operation of the general controls.
During the completion of the review of general controls (see 
chapter 3), the auditor should specifically answer the following 
types of questions:
1. How does the organization of the data-processing department 
provide adequate supervision and segregation of functions 
within EDP and between EDP and users?
2. What procedures provide for control over systems develop­
ment and access to systems documentation?
3. What procedures provide for control over program and sys­
tems maintenance?
4. What procedures provide control over computer operations, 
including access to data files and programs?
5. What procedures, during the period under review, assured 
that file reconstruction and processing recoveries were 
complete?
6. To what extent do internal auditors perform a review and 
evaluation of EDP activities?
To study and evaluate the plan of organization and segregation 
of functions, the auditor should review the corporate and depart­
mental organization structure. If an organization chart is not 
available, the auditor may decide to prepare one.
Discussions with data-processing personnel and with users will 
aid in confirming the auditor’s understanding of general controls 
and may disclose control weaknesses that were not apparent dur­
ing the preliminary phase of the review.
Additional information can be obtained by interviewing the 
internal audit personnel to ascertain their level of participation 
in systems design and, where appropriate, by reviewing their 
workpapers to determine their involvement in reviewing and test­
ing EDP accounting controls.
Completion of Review— Application Controls
Bearing in mind the strengths and weaknesses discovered dur­
ing the review of general controls, the auditor would complete
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the review of the application controls on which audit reliance 
is planned. During the review, the auditor should build on the 
knowledge obtained during the preliminary phase of the review. 
This may involve the expansion of outlines, memorandums, notes, 
or flow-charts used to document the preliminary phase of the 
review. Often, the auditor’s understanding of the EDP account­
ing controls within an application can be enhanced through dis­
cussions with systems analysts, programmers, users, and computer 
operators. In some cases, the auditor may want to observe the op­
eration of the application controls.
During the review of significant accounting applications and 
their specific application controls, the auditor should develop 
answers to the following types of questions:
1. How do input controls provide reasonable assurance that data 
received for processing by EDP have been properly au­
thorized, converted into machine-sensible form and identified 
and that data (including data transmitted over communica­
tion lines) have not been lost, suppressed, added, duplicated, 
or otherwise improperly changed? (Input controls include 
controls that relate to rejection, correction, and resubmission 
of data that were initially incorrect.)
2. How do processing controls provide reasonable assurance that 
electronic data processing has been performed as intended for 
the particular application, that is, that all transactions are 
processed as authorized, that no authorized transactions are 
omitted, and that no unauthorized transactions are added?
3. How do output controls assure the accuracy of the processing 
result (such as account listings or displays, reports, magnetic 
files, invoices, or disbursement checks) and that only au­
thorized personnel receive output. ( SAS No. 3, paragraph 8.)
Completion of Review— Assessment
During its final stages, or at the end of the review, the auditor 
may determine that (1) due to weaknesses, the controls do not 
provide a basis for reliance, or (2) tests of compliance of specific 
controls would not be cost effective. Under these circumstances, 
the auditor might change earlier, tentative decisions to rely on
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these controls and decide to terminate the review. The auditor 
would then assess the potential impact on the financial statements 
of any weaknesses that have come to his attention and may 
decide to accomplish the audit objectives by other means. (SAS 
No. 3, paragraph 26b.)
The auditor’s decision to terminate a review may be made at 
one of two levels: (1) Reliance will not be placed on EDP con­
trols for any accounting application so that the entire review 
would be terminated, or (2) reliance will not be placed on the 
controls over one or more significant accounting applications so 
that review of the application controls would be terminated for 
them but would continue for the remaining applications.
Tests of Compliance
If the auditor decides to rely on EDP controls, he should, “de­
termine whether the necessary procedures are prescribed and are 
being followed satisfactorily.” (SAS No. 1, Sec. 320.65.) This 
involves performing tests of compliance. “The purpose of tests 
of compliance is to provide reasonable assurance that accounting 
control procedures are being applied as prescribed. Tests of 
compliance are concerned primarily with the questions: (a) Were 
the necessary procedures performed? (b) How were they per­
formed? (c ) By whom were they performed?” (SAS No. 3, para­
graph 27.)
The auditor should examine evidence of the performance of 
control procedures such as approvals, authorization initials, con­
trol totals, and edit or error listings. When such evidence is not 
available, for example, for segregation of functions, the auditor 
should observe client personnel and make corroborative inquiries. 
Tests of compliance may take several different forms:
The review may be done manually if conditions permit, or the 
auditor may be able or find it necessary to use EDP to detect 
unacceptable conditions, either by using his own independent 
programs or by using copies of the client’s programs that the audi­
tor has independently determined to be adequate for his pur­
poses. An alternative approach to testing compliance with ac­
counting control procedures in computer programs is to review 
and test the programs and then to perform tests to provide assur­
ance that the tested programs actually were used for processing.
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However, the auditor should be aware that this approach can be 
used only when effective controls exist over access and changes to 
programs used for processing. (SAS No. 3, paragraph 29.)
Often, particularly in regard to application controls, the auditor 
will find it convenient to combine tests of compliance with sub­
stantive tests.
Evaluation
When evaluating EDP accounting control and the other ele­
ments of accounting control, the auditor should again
1. Consider the types of errors and irregularities that could occur.
2. Determine the accounting control procedures that should pre­
vent or detect such errors and irregularities.
3. Determine whether the necessary procedures are prescribed 
and are being followed satisfactorily.
The auditor should then
4. Evaluate any weaknesses—i.e., type of potential errors and 
irregularities not covered by existing control procedures—to 
determine their effect on (1) the nature, timing, or extent of 
auditing procedures to be applied and (2) suggestions to be 
made to the client. ( SAS No. 1, Sec. 320.65.)
Working Papers
“Working papers should fit the circumstances and the auditor’s 
needs on the engagement to which they apply.” (SAS No. 1, 
Sec. 338.04.) Although the quantity, type, and content of working 
papers will vary with the circumstances, these papers should 
indicate that the auditor studied and evaluated the client’s sys­
tem of internal control to the extent necessary to determine the 
nature, extent, and timing of other audit procedures applied in 
the examination of financial statements.
In providing a record of a study and evaluation of EDP 
accounting control, the auditor might consider including some 
or all of the following material:
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1. Narratives, flowcharts, or other representations of the flow of 
data in the accounting system.
2. Descriptions and evidence of the various controls in the 
system.
3. Questionnaires or checklists used in the examination.
4. Descriptions of significant computer files.
5. Documentation and analysis of the results of compliance tests 
performed.
6. Examples of forms and computer printouts.
7. Write-ups of interviews conducted with employees.
8. Assessments, evaluations, and conclusions reached concerning 
the adequacy of accounting control.
9. Comments on elements of accounting control that affect the 
nature, extent, and timing of other audit procedures.
20
(This chart is a simplified illustration and does not portray all possible 
decision paths)
Study and Evaluation of EDP-Based Applications
(1) Preliminary Phase of the 
Review
Purpose
Understand accounting system 
including both EDP and non- 
EDP segments:
• Flow of transactions and 
significance of output.
• Extent to which EDP is used 
in significant accounting appli­
cations.
• Basic structure of accounting 
control, including both EDP 
and user controls.
Methods
Inquiry and discussion; observa­
tion; review of documentation; 
tracing of transactions; control 
questionnaires and checklists.
(2) Preliminary Phase of the 
Review—Assessment
Purpose
• Assess significance of EDP and 
non-EDP accounting controls.
• Determine extent of additional 
review within EDP.
Method
Judgment.
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Study and Evaluation o f EDP-Based Applications (cont.)
(3) Completion of Review— 
General Controls
Purpose
• Identify general controls on 
which reliance is planned and 
determine how they operate.
• Determine the effect of 
strengths and weaknesses on 
application controls.
• Consider tests of compliance 
that may be performed.
Methods
Detailed examination of docu­
mentation; interviewing internal 
auditors, EDP and user depart­
ment personnel; observing 
operation of general controls.
(4 ) Completion of Review— 
Application Controls
Purpose
• Identify application controls 
on which reliance is planned, 
and determine how the controls 
operate.
• Consider tests of compliance 
that may be performed.
• Consider the potential effect of 
identified strengths and weak­
nesses on tests of compliance.
Methods
Detailed examination of documen­
tation; interviewing internal 
auditors, EDP, and user depart­
ment personnel; observing opera­
tion of application controls.
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Study and Evaluation of EDP-Based Applications (cont.)
(5) Completion of Review— 
Assessment
Purpose
For each significant accounting
application
• Consider the types of errors or 
irregularities that could occur.
• Determine the accounting 
control procedures that prevent 
or detect such errors and 
irregularities.
• Assess effectiveness of EDP and 
non-EDP accounting controls.
Method
Judgment.
(6) Tests of Compliance
Purpose
• Determine whether the neces­
sary control procedures are pre­
scribed and followed satisfac­
torily.
• Provide reasonable assurance 
that controls are functioning 
properly.
• Consider and, to the extent 
appropriate, document when, 
how, and by whom controls are 
provided.
Methods
Examination of records; test of
control procedures; inquiry;
observation.
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Study and Evaluation of EDP-Based Applications (cont.)
Note: At any point after the pre­
liminary phase of the review, the 
auditor may decide not to rely 
on EDP accounting controls for 
all or some applications (see SAS 
No. 3, paragraph 26). The auditor 
would then complete the design 
of the substantive audit tests. 
According to SAS No. 1, Section
(7) Evaluation of Accounting 
Control
Purpose
For each significant accounting
application
• Consider the types of errors or 
irregularities that could occur.
• Determine the accounting con­
trol procedures that prevent or 
detect such errors and irregu­
larities.
• Determine whether the neces­
sary control procedures are 
prescribed and followed satis­
factorily.
• Evaluate weaknesses and assess 
their effect on the nature, 
timing, and extent of auditing 
procedures to be applied.
Method
Judgment.
320.70, substantive tests consist 
of the following classes of audit 
procedures: (1) tests of details of 
transactions and balances and
(2) analytical review of signifi­
cant ratios and trends and re­
sulting investigation of unusual 
fluctuations and questionable 
items.
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Chapter 3
General Controls
Introduction
The important general control features in most EDP-based 
accounting systems are classified as follows:
1. Organization and operation controls.
2. Systems development and documentation controls.
3. Hardware and systems software controls.
4. Access controls.
5. Data and procedural controls.
In this chapter, each of these categories is discussed in an 
overview which is followed by a list of basic controls within 
that particular category. Each basic control is then explained in 
terms of its purpose. Suggested procedures for performing re­
views and tests of compliance are also provided. Each category 
concludes with a brief statement of the possible audit effects of 
a weakness in that particular control area. No effort has been 
made in this chapter or chapter 4 to segregate the control con­
siderations between those which should be considered during 
the preliminary phase of the review and those which should be 
considered during the completion of the review. Rather, each 
control category is discussed in its entirety, permitting individual 
auditors to exercise judgment as to the depth of audit effort 
required to satisfy review objectives. While the auditor may often 
review the general controls at one time to determine their impact
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on all applications, in some cases the auditor may find it is more 
efficient to review general and application controls on a con­
current basis.
No attempt has been made to rank these controls in order of 
their relative importance. Such an evaluation is a matter of audit 
judgment. Rather, the auditor should judge the importance of 
the presence or absence of each general control in the review 
of application controls (see chapter 4) and, subsequently, in the 
evaluation of accounting control. Further, the evaluation should 
include both EDP and non-EDP controls.
Some control features tend to be redundant, and the absence 
of individual controls may not constitute a significant weakness 
for the auditor’s purposes. Thus, the auditor is not expected to 
perform reviews or tests of compliance for every control feature 
described in this chapter, but only for those controls that will 
serve as a basis for audit reliance. Adequate general controls 
might not be feasible in smaller computer operations. In such 
cases, the auditor may have to give greater consideration to the 
reliance that may be placed on user and application controls.
Organization and Operation Controls
The effectiveness of many accounting control procedures de­
pends on the activities of responsible personnel. For this reason, 
a well-planned and properly functioning organization is an 
important factor in accounting control. The organization plan 
constitutes a framework in which the operations function and 
which establishes their relationships to each other. In an EDP 
system, the plan of organization should include these basic gen­
eral controls:
1. Segregation of functions between the EDP department and 
users.
2. Provision for general authorization over the execution of trans­
actions, e.g., prohibiting the EDP department from initiating 
or authorizing transactions.
3. Segregation of functions within the EDP department.
An effective plan of organization should provide for the segre­
gation of functions and responsibilities so that no one person
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has incompatible duties that would permit the perpetration and 
concealment of material errors or irregularities. Weaknesses in 
EDP organization usually affect all EDP applications.
General control No. 1—Segregation of functions between the EDP 
department and users.
Description—To the extent possible, a segregation of functions, 
similar to that maintained in non-EDP systems, should be pro­
vided in computerized systems. The EDP department should be 
independent of users and should control information to be pro­
cessed, but should not normally correct errors unless they origi­
nate within EDP, for example, keypunch errors. If the EDP 
department is not organizationally independent of users, there 
may be an improper segregation of functions. Although it is 
desirable to segregate EDP and user functions, this may not be 
possible in some instances, for example, in small companies where 
the EDP function might be a part of a user department. In such 
situations, supervision by management may partially compensate 
for the lack of segregation of functions.
Review and tests o f compliance—If the auditor plans to rely 
on general control No. 1, one or more of the following procedures 
could be performed:
1. Make inquiries of appropriate personnel and review organi­
zation charts and job descriptions for evidence of proper 
segregation of functions.
2. Observe actual operations and note the degree of manage­
ment supervision being exercised.
3. Discuss, with both management and operating employees, 
the extent and effectiveness of management supervision.
4. Review available management reports, studies, or evaluations 
concerning the operations of the data-processing system.
General control No. 2—Provision for general authorization over 
the execution of transactions (prohibiting the EDP department 
from initiating or authorizing transactions).
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Description—As a rule, the EDP department should not origi­
nate or authorize transactions, perform the initial data prepara­
tion for transactions, have custody of or control over non-EDP 
assets, be responsible for establishing controls, or have the 
authority to originate master file changes. In some instances, e.g., 
automatic journal entries or purchase orders, original transactions 
may be produced by the EDP system. All such computer-gen­
erated transactions of significant dollar amount should be subject 
to subsequent review and approval according to general authori­
zation guidelines established by management. Before submission 
to EDP, all transactions not produced by the EDP system, in­
cluding master file changes, should be reviewed and approved 
by the appropriate authority. A listing of all master file changes, 
indicating both the “before” and “after” status of each change, 
should be returned for review either to the initiator or to an 
independent group. On some systems, it may be more practical 
to provide for the review and approval shortly after processing.
In some instances, the authorization process may be part of 
the computer program instructions. However, whenever possible, 
an independently established control over transactions and master 
file changes, for example, item count, control total, hash total 
and other authorization criteria, should be established prior to 
processing.
Review and tests of compliance—If the auditor plans to rely 
on general control No. 2, one or more of the following steps may 
be performed:
1. Review the reconciliation of control totals maintained outside 
of EDP with the results of computer processing. (Also, con­
sider the need to test check such reconciliations.)
2. Where feasible, examine available evidence indicating that 
such reconciliations take place in the normal course of opera­
tions.
3. Review pre-processing, post-processing, or programmed con­
trols to determine if they provide for processing in accord­
ance with management’s authorization. (Also, consider the 
need to test the effectiveness of such controls.)
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General control No. 3—Segregation of functions within the EDP 
department.
Description—Segregation of functions should include the fol­
lowing: separation between operations and programming, an 
independent control group, implementation of a librarian func­
tion, rotation of operators, closed-shop operations, and required 
vacations for all employees. If the systems and programming 
departments are not independent of the operations department, 
it is more likely that unauthorized modifications might be made 
to programs or files. Programmers and systems analysts are usu­
ally aware of the parameters used in limit tests and the formulas 
or calculations that are included in application programs. If 
afforded an opportunity to operate programs, these employees 
might be able to circumvent certain authorized software controls.
Control groups may be part of a user or independent depart­
ment, but frequently exist within the EDP department itself. 
When part of EDP, these groups should be independent of the 
system, programming, and operations groups. The control group 
should maintain control totals for data entered, processed, and 
returned to the users. The auditor’s review and testing of this 
function normally takes place at the application level.
An independent librarian function may provide control in 
segregating the systems, programming, and operations depart­
ments by making data files and programs available only to 
authorized personnel for use in required processing. Additional 
controls may be provided in some systems through library-control 
software, either internally developed or purchased from an out­
side vendor. Rotation of operators usually reduces opportunities 
for undetected operator intervention during processing.
Closed-shop operations also contribute to the segregation of 
functions since programmers, systems analysts, and other non­
operations personnel are neither allowed to operate the computer 
nor to be in the computer room while a program is being run.
Review and tests o f compliance—If  the auditor decides to rely 
on general control No. 3, one or more of the tests described below 
may be performed:
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1. Observe EDP operations to determine that systems analysts 
and programmers do not have unrestricted access to hard­
ware, files, or programs.
2. Review procedures for granting access to programs and data.
3. Observe the operation of the control group to determine 
whether it is independent of the systems, programming, and 
operations group.
4. Observe the operation of the librarian function, or review 
appropriate logs and records to determine that usage records 
are consistently maintained and that only authorized person­
nel are permitted to remove data files.
5. Examine time and job logs to determine that operators’ respon­
sibilities are rotated and that vacations are taken regularly by 
all EDP employees. While an employee is on vacation, his 
duties should be assigned to and performed by another mem­
ber of the staff.
Audit effect of a weakness in organization and operations con­
trols (general controls 1 to 3)—If the plan of organization does 
not establish a foundation for good accounting control, the audi­
tor may have serious reservations about the extent to which he 
can rely on results produced by the system. Although few control 
alternatives can adequately compensate for weaknesses in this 
area, strong application controls may provide partial compensa­
tion. Therefore, the auditor should consider the effect of an in­
adequate plan of organization or inadequate operation controls 
in the review of application controls.
Systems Development and Documentation Controls
These general controls relate to three areas: (a ) review, testing, 
and approval of new systems, (b ) control over program changes, 
and (c) documentation procedures.
Systems development and documentation controls should en­
sure that effective application controls are included in all new 
systems and should preserve the integrity of application controls 
after the system has been implemented. These controls should 
provide for management’s approval of application controls before
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they are implemented. When properly designed, systems devel­
opment and documentation controls can prevent or disclose the 
following types of errors:
1. Implementation of systems that do not have adequate appli­
cation controls.
2. Development of systems that either do not meet management 
objectives or operate in accordance with original specifications.
3. Implementation of systems that have not been adequately 
tested.
4. Implementation of systems that are susceptible to unauthor­
ized modification.
Documentation is useful and important to both management 
and the auditor in understanding EDP applications, and well- 
defined standards of documentation are important to the main­
tenance of a well-controlled system. Chapter 5 describes docu­
mentation in more detail. The absence of effective documentation 
may be indicative of a poorly controlled or managed EDP 
activity.
General control No. 4—The procedures for system design, includ­
ing the acquisition of software packages, should require active 
participation by representatives of the users and, as appropriate, 
the accounting department and internal auditors.
Description—The user department and the systems analysts 
usually define systems requirements. Although agreement about 
the systems definition may be easy, significant communication 
problems sometimes arise. For example, the user may be able 
to define the situation but may have difficulty expressing it in 
terms that EDP personnel thoroughly understand. Also, internal 
auditors should be kept informed of systems design developments, 
particularly if they are planning to utilize computer-assisted audit 
techniques.
Independent auditors are primarily concerned with the exist­
ing system of accounting control. Consequently, they would be 
basically interested in the relation of general control No. 4 to
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new applications implemented during the period under review. 
However, because of the potential significance of planned appli­
cations, the auditor may want to review applications prior to 
their implementation to help avoid future problems in accounting 
control and auditability.
Review and tests of compliance—If the auditor plans to rely 
on general control No. 4, one or more of the following procedures 
may be undertaken:
1. Interview representatives of user departments for evidence 
of the level of their participation in systems definition.
2. Review appropriate documents and related approvals for evi­
dence that user departments have an adequate understanding 
of inputs, processing requirements, control procedures, and 
system outputs.
3. Review the extent of the internal auditors’ involvement in 
the definition of the systems and review their related work­
papers.
General control No. 5—Each system should have written specifi­
cations which are reviewed and approved by an appropriate level 
of management and applicable user departments.
Description—Written specifications provide a benchmark that 
is helpful in measuring the resulting systems. Approval by users 
and management contributes greatly to the implementation of 
an adequately controlled system. Continuing review and approval 
of the system facilitates the monitoring and maintenance of an 
acceptable level of quality.
Review and tests of compliance—If the auditor plans to rely 
on general control No. 5, review and tests of compliance may be 
carried out by using either one or all of the following procedures:
1. Review the installation’s standards for systems design.
2. Review design specifications and look for written evidence 
of approval.
3. Interview management, users, and EDP personnel to deter­
mine what approval procedures are employed. (Also, con­
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sider the need to test-check the operation of the approval 
process.)
General control No. 6—System testing should be a joint effort of 
users and EDP personnel and should include both the manual 
and computerized phases of the system.
Description—Adequate system testing requires determining 
that a system operates in conformity with its design specifications 
and that it satisfies the user’s requirements. The testing should 
be designed to ensure that correct input will provide the desired 
output and that incorrect input, processing, or output will be 
detected.
The auditor is usually interested in considering this control on 
a historical basis to determine that it was applied to the imple­
mentation of new systems during the period under review.
Review and tests of compliance—One or more of the following 
tests may be performed when the auditor is planning to rely on 
general control No. 6:
1. Review testing standards, test data, and resulting output to 
determine if they appear to be reasonably comprehensive.
2. Interview user and EDP department personnel to determine 
the test procedures used during implementation.
3. Perform processing using independently developed test data.
4. Review the procedures for reconciling output produced dur­
ing parallel testing.
General control No. 7—Final approval should be obtained prior 
to placing a new system into operation.
Description—Before being used in normal operations, a system 
should receive final approval from appropriate levels of manage­
ment, applicable user personnel, and EDP. Typically, this in­
cludes examination of the final test results and review of docu­
mentation, changes from the original design specifications, and 
planned procedures for system implementation and operation.
Review and tests of compliance—Either or both of the follow­
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ing steps may be performed if the auditor is planning to rely on 
general control No. 7:
1. Review evidence of the approval of significant accounting 
application systems.
2. Interview user and EDP personnel involved in the approval 
process, inquiring about their understanding of and satisfac­
tion with the system.
General control No. 8—All master file and transaction file conver­
sion should be controlled to prevent unauthorized changes and 
to provide accurate and complete results.
Description—Errors frequently occur in the conversion process. 
Therefore, appropriate personnel should establish control pro­
cedures, such as record counts and hash and amount totals, to 
reconcile data on the converted file to that on the original file. 
It may also be advisable to compare selected portions of records 
from the original files to the converted file. In some particularly 
sensitive applications, confirmation requests may be sent to third 
parties, such as customers or suppliers, asking them to confirm 
the data on the files as it relates to them.
Review and tests of compliance—Procedures which may be 
performed if the auditor plans to rely on general control No. 8 
include the following:
1. Review plans for controlling the conversion from one system 
to another. In particular, evaluate the procedures to be used 
to reconcile the two files.
2. Review or observe conversion procedures and controls.
3. Test the conversion by tracing detailed records from the 
old files to the new ones. Then trace selected records from 
the new files to the old ones. Consider using computer audit 
software to compare critical fields that appear on both files.
General control No. 9—After a new system has been placed in 
operation, all program changes should be approved before imple­
mentation to determine whether they have been authorized, 
tested, and documented.
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Description—Af ter a system has become operational, its integ­
rity should be preserved. There should be a formal procedure 
for requesting, authorizing, and approving all program changes. 
Personnel responsible for operating the computer should never 
authorize changes, but that group should ascertain that changes 
have been approved before placing revised programs in produc­
tion status. The operations group may request changes to improve 
operational efficiency, but the group should not have final author­
ity to approve changes. Operations personnel should have sole 
authority to place changed programs into production status and 
should exercise control to preserve that authority. Occasionally, 
operations personnel may make temporary changes to a program 
to permit the completion of a production run. This is sometimes 
unavoidable; but it represents a serious breach of the segregation 
of functions between operators and programmers. The practice 
should be expressly forbidden, unless specific authorization of 
EDP management is obtained and the occurrence is documented.
To prevent errors from occurring in operational programs, all 
changes should be thoroughly tested before implementation. A 
modified program can usually be tested, at least in part, by using 
test data that was employed during the initial development of 
the system. Results of subsequent testing should be compared to 
and reconciled with original output. When testing is complete, 
the changes should be reviewed and approved by someone at 
the supervisory level who was not involved in the testing or 
revision of the program.
Review and tests of compliance—The auditor could employ one 
or more of the following procedures if a tentative decision has 
been made to rely on general control No. 9:
1. Interview operations and systems personnel to determine the 
procedures for controlling program changes.
2. Review documentation in support of program changes to 
determine if the procedures are being followed.
3. Trace selected program changes to the appropriate support­
ing records to determine if the changes have been properly 
approved.
4. Review the results of tests that were made to verify correct­
ness of system changes.
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5. If extended testing seems warranted, in significant account­
ing applications, compare the original program source code 
and applicable changes to the current operational version. 
There are software packages that can be used to perform this 
comparison. Reconcile any differences.
6. Review program modifications, testing procedures, and the 
preparation of supporting documentation to obtain evidence 
of control over these activities.
General control No. 10—Management should require various lev­
els of documentation and establish formal procedures to define 
the system at appropriate levels of detail.
Description—If management does not establish formal pro­
cedures to create and maintain adequate documentation, there 
is a risk that EDP applications or systems may not be well docu­
mented. Good documentation procedures facilitate program modi­
fications and staff training, and provide the auditor with a starting 
point for the review of accounting controls. Chapter 5 contains 
a more detailed discussion of the importance of documentation.
Review and tests of compliance—The auditor may perform 
either or both of the following procedures if intending to rely 
upon general control No. 10:
1. Review documentation standards to determine whether they 
appear to provide for adequate documentation.
2. Review selected documentation to see that it complies with 
the documentation standards.
Audit effect of a weakness in systems development and docu­
mentation controls (general controls 4 to 10)— Documentation 
is a valuable tool for understanding an EDP application. If 
adequate documentation is not available, it may be necessary to 
expend substantial effort to obtain an accurate description of 
significant accounting applications and their relationships, if any, 
to one another.
The absence of effective systems development controls may 
create a serious weakness in application accounting controls.
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Usually, this will require the auditor to devote more effort to the 
evaluation of other accounting controls within significant ac­
counting applications. The auditor should consider the effect of 
weaknesses in documentation and systems controls in the evalu­
ation of applications and the subsequent evaluation of accounting 
control.
Hardware and Systems Software Controls
Most computer hardware can detect and record hardware 
failures, although some systems are not designed by their users 
to take advantage of available controls. For example, if a card 
reader fails, an indicator may be turned on within the hardware. 
Unless the indicator is checked by the program which reads the 
card, the system might not detect the failure. Some types of 
failures will cause the device or system to halt. This type of 
control provides indication of a hardware malfunction. Failure 
to utilize available hardware controls could result in significant 
processing errors. A number of undetected minor errors can 
have a cumulative effect that might well lead to a major system 
failure. However, because computer hardware is normally quite 
reliable, review procedures would consist of general inquiries to 
ascertain that:
1. The hardware is equipped with automatic error detection 
features.
2. Periodic preventive maintenance is performed on all hard­
ware.
3. Formal procedures have been established, and are followed, 
for recovery from hardware errors.
4. There is adequate authorization and control over implemen­
tation of, and changes to, operating systems software.
General control No. 11—The control features inherent in the com­
puter hardware, operating system, and other supporting software 
should be utilized to the maximum possible extent to provide 
control over operations and to detect and report hardware mal­
functions.
Description—Vendor-supplied software usually incorporates
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comprehensive operational control features. Magnetic media 
software usually contains provisions for the creation and checking 
of header and trailer records, including file name, record counts, 
block counts, volume identification, date, and retention period. 
If these file-control capabilities are not used, other control tech­
niques should be incorporated in the computer programs.
Review and tests of compliance—When planning to rely on 
general control No. 11, the auditor may employ one or more of 
these procedures:
1. Review the vendor’s literature or other source to determine 
the available control capabilities provided in the hardware 
and software.
2. Review and evaluate the available control features that have 
been included in the client’s operating system.
3. If particular control features are not being utilized, review 
the situation with management to determine if there are any 
resulting weaknesses in accounting control.
General control No. 12—Systems software should be subjected to 
the same control procedures as those applied to installation of 
and changes to application programs.
Description—The procedures for approval of specifications and 
for tailoring, generating, testing, and installing systems software 
should parallel the systems development and documentation 
controls. After an operating system or other systems program 
has been generated and installed within a data-processing facility, 
its integrity should be preserved. There should be a formal pro­
cedure for requesting, authorizing, and approving all changes 
to system programs. Systems software, by its very nature, is 
extremely complex and sensitive to even the most minor modifi­
cation. Thus, in most small-sized installations, such changes will 
normally be implemented by systems-programming personnel 
provided by either the manufacturer of the hardware or 
the company which developed the systems software itself. In 
large-scale data-processing facilities, there may be resident tech­
nical talent available for such modifications. In either case, the 
operations group should diagnose the problem and submit recom­
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mendations for change to data-processing management for their 
approval. Once the approved changes have been made in the 
operational system, it should be subjected to thorough testing 
prior to “live” processing. Systems documentation should indicate 
a chronological history of all changes made to operating systems 
software. Included in this documentation should be the results 
of all testing made against the system after each change.
Review and tests of compliance—Procedures which could be 
performed if the auditor plans to rely on general control No. 12 
include the following:
1. Inquire of operations personnel or systems programmers to 
determine the procedures for controlling changes to system 
software.
2. Review documentation in support of systems software changes 
to determine if the procedures are being followed.
3. Review the client’s results of pre-implementation testing.
Audit effect of a weakness in hardware and systems software 
controls (general controls 11 to 12)—If the EDP system is to be 
relied upon to produce reasonably accurate results, the controls 
within the hardware and software should be fully and effectively 
utilized. Weaknesses in any of these areas might seriously affect 
the degree of reliance that the auditor can place on the system’s 
processing and output. The auditor should consider any such 
weaknesses in the evaluation of application controls and the sub­
sequent evaluation of accounting control.
Access Controls
Access controls provide safeguards to insure that EDP re­
sources are properly utilized. A weakness in, or lack of, access 
controls may affect the integrity of a system and, therefore, the 
degree of the auditor’s reliance on the results produced by data 
processing. Proper access controls will assist in the prevention or 
detection of deliberate or accidental errors caused by improper 
use or manipulation of data files, unauthorized or incorrect use of 
a computer program, and/or improper use of computer resources.
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General control No. 13—Access to program documentation should 
be limited to those persons who require it in the performance of 
their duties.
Description—Program documentation is a valuable asset that 
should be subjected to restricted access. Access to program docu­
mentation ordinarily is required to obtain the information neces­
sary to make changes to programs, data file structures, pro­
grammed control criteria, and other elements of the application. 
To preclude misuse, it may be appropriate to keep documentation 
in a special library and maintain a log of its use.
Review and tests of compliance—One or more of the following 
procedures may be performed when the auditor plans to rely on 
general control No. 13:
1. Review the procedures for controlling access to documenta­
tion.
2. Inquire of the custodian of the documentation and systems 
personnel as to the procedures currently being followed.
3. Observe the operation of access controls.
General control No. 14—Access to data files and programs should 
be limited to those individuals authorized to process or maintain 
particular systems.
Description—Access to data files should be restricted to com­
puter operators responsible for processing the application only 
during scheduled time periods. Access to programs generally 
should be restricted to persons authorized to make modifications 
thereto.
Generally, this control is implemented through a “librarian 
function” and can be applied to both data and program files. In 
the case of a data librarian, one or more persons may be assigned 
to the librarian function on a full-time basis in large installations. 
It is sometimes necessary to assign a librarian to every operating 
shift within EDP. In other instances, a librarian will work the 
prime shift and supervisory personnel will be assigned to the 
function for other hours of operation. On the other hand, small 
installations may have a part-time librarian. If the librarian works 
during the prime shift only, the files scheduled to be processed
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during other periods may be made available, while the remainder 
of the library remains inaccessible. Several librarian software 
systems support many of the control techniques needed for an 
effective librarian function. Such systems are designed to control 
programs and, in some cases, data files. A librarian software 
package can provide good control if care is exercised in distribut­
ing passwords used to restrict access to, and modification of, the 
library. The integrity of the system is seriously compromised 
when these passwords are not rigidly controlled.
Review and tests of compliance—The auditor may perform one 
or more of the following procedures when planning to rely upon 
general control No. 14:
1. Review the librarian function’s method of controlling un­
authorized access to programs or data files.
2. Review data files and program access records to test the 
librarian function as it applies to significant accounting appli­
cations.
3. If the librarian functions are a part-time duty of one or more 
employees, determine that their other duties are not incom­
patible with the control aspects of the librarian function.
General control No. 15—Access to computer hardware should he 
limited to authorized individuals.
Description—In general, access to computer hardware ( and re­
lated assets) should be restricted to authorized individuals. Lim­
ited access can be assured through the use of physical security 
devices and techniques, including the use of guard services, door 
locks, and secure storage devices. In addition, EDP management 
and other qualified personnel should regularly review machine 
utilization reports and console logs to detect unauthorized com­
puter operations, and thus provide a control over machine use. 
All computer processing should be scheduled. The resulting usage 
reports and console logs should be compared to the schedule on a 
periodic basis so that variations can be investigated. The size of 
the console log printout makes the review a difficult task. Many 
computer systems that use an operating system have the capa­
bility of collecting utilization data that typically form the basis 
for billing computer costs to user departments. A review of the
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output reports from this accounting facility provides insight into 
machine utilization. Once again, the volume of data collected 
often makes the review a very difficult undertaking. For small 
systems, machine-generated logs and utilization data usually are 
not available. In these cases, a manual record could be maintained 
and periodically compared to scheduled processing.
Review and tests of compliance—Some of the following pro­
cedures may be performed if the auditor decides to rely on 
general control No. 15:
1. Review the procedures for collecting and analyzing utilization 
data. Determine the extent and timing of management’s re­
view of these data.
2. Review, on a test basis, available console logs. Select ques­
tionable entries on the logs and make inquiries as to how 
they were resolved.
3. On a test basis, compare utilization records to operations 
schedules and systems documentation to determine that pro­
cessing is authorized, and is performed in accordance with the 
established schedule. Assure that run times appear reasonable, 
based on documentation estimates and prior experience.
Audit effect of a weakness in access controls (general controls 
13 to 15)— Access controls are designed to limit access to docu­
mentation, files, programs, and hardware. A weakness in or lack 
of such controls increases the opportunity for unauthorized modi­
fications to files and programs, as well as misuse of the computer 
hardware. Weaknesses in access control decrease the integrity 
of the system. The auditor should consider any weaknesses in 
access control in the evaluation of application controls and the 
subsequent evaluation of accounting control.
Data and Procedural Controls
Once a new application has become operational, it should be 
subject to controls to ensure prompt and accurate processing. 
Data and procedural controls provide a framework for controlling 
daily operations and establishing safeguards against processing 
errors. The following controls may be established within the data 
processing department:
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1. A control or balancing function.
2. Written manuals in support of systems and procedures.
3. Capability to restore or replace lost, damaged, or incorrect 
files.
Although many auditors do not classify physical security as an 
accounting control, it can be quite important and deserves some 
consideration. Because physical security is such an important 
factor in the operation of any computer system, a brief section 
(“Physical Security”) dealing with it is included in this chapter. 
From the auditor’s standpoint, physical security should be viewed 
in two different lights:
1. As they relate to segregation of functions or limiting access to 
EDP files and facilities, physical security controls may often 
have an impact on the evaluation of general controls, appli­
cation controls, and non-EDP accounting controls. There­
fore, a weakness in physical security may affect the nature, 
timing, and extent of substantive tests.
2. As they relate to limiting the effect of natural disaster or 
civil disorder, physical security controls will not normally 
have an impact on the auditor’s evaluation of accounting con­
trol. However, the auditor may wish to review these controls 
to provide management with constructive suggestions for im­
provement.
General control No. 16— A  control function should be responsible 
fo r  receiving all data to be processed, fo r  ensuring that all data are 
recorded, fo r  following up on errors detected during processing to 
see that the transactions are corrected and resubmitted by the 
proper party, and fo r  verifying the proper distribution o f  output.
Description—Usually, this control function is performed by the 
user department(s) or by an independent group within data 
processing. The control requirement can be satisfied if the control 
function is organizationally independent of EDP operations, sys­
tems, or programming. The control function should coordinate 
user and EDP activities. In this role, it serves as a check on both
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the users (by balancing input controls) and EDP (by reconciling 
input and file controls to system-generated controls). The control 
function should maintain totals on input, master, and output files 
and verify these totals whenever a file is processed.
Review and tests of compliance—The auditor may perform one 
or more of the following procedures if reliance is to be placed on 
general control No. 16:
1. Review the organizational structure and relationships of the 
control function.
2. Obtain additional information about the application of con­
trols by interviewing users, EDP personnel, and personnel 
involved in the control function.
3. Review, on a test basis, reconciliations of control totals among 
users, EDP, and the control function.
4. Review the procedures for distributing output reports to de­
termine that only authorized users receive copies of the 
output.
General control No. 17—A written manual of systems and pro­
cedures should be prepared for all computer operations and 
should provide for management’s general or specific authoriza­
tions to process transactions.
Description—Computer operator manuals should clearly outline 
operational steps to be followed. They should identify files to be 
used and any other required input. The manuals must describe 
action required to respond to halts or error messages and give 
checkpoint and restart procedures to be followed, including in­
structions for distributing input and output. They provide job 
control specifications that may be required by the operating sys­
tem. Such manuals are useful in training new operators and 
provide necessary documentation to compare actual performance 
against originally planned operations. In some hardware vendors’ 
product lines, the computer’s operating systems software may be 
structured so that job processing procedures are provided through 
a control language which cannot be easily altered by an operator 
(in some instances, providing a higher level of control than that 
provided solely by a written manual).
44
Review and tests of compliance—Procedures that the auditor 
may perform when reliance is to be placed on general control No. 
17 include the following:
1. Review operations manuals and determine if they appear to 
provide the operator with an understanding of processing.
2. On a test basis, observe operations to determine that those 
described in the manuals are being carried out.
General control No. 18—Internal auditors or some other indepen­
dent group within an organization should review and evaluate 
proposed systems at critical stages of development.1
Description—In accordance with management’s general or spe­
cific authorization, user departments and system analysts have the 
primary responsibility for designing, implementing, and testing a 
system in a manner that is efficient, leaves an audit trail, and 
includes adequate control procedures. Internal auditors or some 
other independent group within an organization, for example, a 
systems steering committee, a data-processing review task force, 
a user’s EDP liaison group, and so forth, are often responsible for 
reporting to management whether or not such criteria are being 
met. Since it is frequently impractical to build adequate controls 
into systems after they have been developed, it is important that 
internal auditors or some other independent group within an 
organization perform their reviews after each critical develop­
ment stage has been reached so that adequate controls will be 
provided. Critical development stages of a system usually include 
a feasibility study, systems design, program design, testing, and 
conversion and implementation.
Review and tests of compliance—Procedures that may be per­
formed when an auditor intends to rely on general control No. 18 
include the following:
1. Interview EDP personnel, users, and internal auditors or 
other independent groups within an organization to deter­
1 See SAS No. 9, “The Effect of an Internal Audit Function on the 
Scope of the Independent Auditor’s Examination,” AICPA, 1976.
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mine the extent of their involvement in systems design and 
implementation.
2. Evaluate the extent and quality of the internal auditors’ or 
other independent group’s participation by reviewing their 
workpapers and reports.
General control No. 19—On a continuing basis, internal auditors or 
some other independent group within an organization should re­
view and test computer processing activities.
Description—Internal auditors or some other independent group 
within an organization should normally verify control procedures 
by utilizing materials and techniques such as computer audit 
software, observation of operations, examination of control logs, 
and so forth. Further, such groups should perform tests of com­
puter input records and processing.
Review and tests of compliance—If the auditor plans to rely on 
general control No. 19, either or both of the following procedures 
may be performed:
1. Determine the nature and extent of the independent review 
and test of established controls.
2. Evaluate the independent review by examining reports and 
workpapers.
Physical security
Description—As already mentioned in the overview, many audi­
tors do not consider physical security to be a necessary part of 
their evaluation of general, application, or non-EDP accounting 
controls. However, since it is an important topic, an auditor may 
choose to consider and communicate to management any con­
structive suggestions developed during the course of the review. 
Physical security can improve the separation of custody over 
assets, prevent the accidental or intentional destruction of data, 
and provide for both the replacement of records that may be 
destroyed and the continuity of operations following a major 
hardware or software failure.
Plans for providing backup, that is, providing for the restora­
tion of operations after a physical disaster or hardware failure
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has taken place are of particular importance. With computer sys­
tems and files, which are considerably more fragile than manual 
or mechanical systems, management usually tends to concentrate 
more records in one physical location. Both of these factors com­
bine to create a greater potential for serious business interruption 
than exists in most manual systems. Files on tape or disc cannot 
be read without programs and a computer. Without files to 
process or programs to direct the processing the computer is use­
less. The control system should include provision for adequate 
backup of files, programs, documentation, supplies, and hardware 
so that the EDP installation can continue operations.
Some controls that might be reviewed, for purposes of making 
recommendations to management, include the following:
1. Off-premises storage of important files, programs, and docu­
mentation, as well as a formal plan for record retention.
2. Environmental controls to protect against excess humidity, 
temperature variations, or other atmospheric conditions.
3. Protection of computer hardware, programs, and files against 
fire and other hazards.
4. Business interruption or special data-processing risk insurance 
to cover the costs of restoring EDP operations. A material, un­
insured risk might require financial statement disclosure. ( See 
FASB Statement No. 5, “Reporting on Contingencies.” )
Audit effect of a weakness in data and procedural controls 
(general controls 16 to 19)— Data and procedural controls are 
essential when relying on an application to produce results that 
can be used in the production of proper financial statements. 
The objectives of these controls within EDP are similar to those 
that auditors would expect to find in most manual applications. 
Serious weaknesses in data and procedural controls can affect 
the auditor’s ability to rely on the system's output when estab­
lishing the scope of substantive testing. The independent auditor 
may look to the internal auditors to assist them in obtaining infor­
mation needed in the review of significant accounting applica­
tions. The independent auditor should consider weaknesses in 
data and procedural controls in the evaluation of application con­
trols and the subsequent evaluation of accounting control.
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Chapter 4
Application Controls
During the review of application controls, the auditor would 
consider any weaknesses that exist within the general controls. 
The review might include only those controls and weaknesses 
related to significant accounting applications, rather than all EDP 
applications. This chapter discusses input controls, processing 
controls, and output controls as they relate to specific accounting 
applications.
For each control category, an overview is followed by a listing 
of basic controls. Each basic control is discussed in terms of its 
purpose, and suggested procedures for performing reviews and 
tests of compliance are provided. No attempt has been made to 
distinguish between those review procedures which would be 
performed during the preliminary phase of the review and those 
which could be performed during the completion of the review 
since this is a matter of audit judgment. In chapter 3, the discus­
sion of each category of general controls concluded with a brief 
statement of the possible audit effects of a weakness in that cate­
gory of controls. However, since application controls will be con­
sidered by the auditor within the framework of each significant 
accounting application, this chapter will not discuss the audit 
effects of weaknesses in each category of controls. Instead, it 
concludes with a section that describes the audit effects of appli­
cation control weaknesses on the evaluation of accounting control 
for significant accounting applications.
No attempt has been made to rank these controls in order of 
their relative importance because this is a matter of audit judg­
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ment. The auditor should consider the importance of the presence 
or absence of each control as one element of accounting control 
for the entire application under review. Some control features 
tend to be redundant, and the absence of individual controls may 
not necessarily constitute a significant weakness for the auditor’s 
purpose. Therefore, the auditor is not expected to perform re­
views and tests of compliance of every control feature. Audit 
emphasis should be placed on understanding the basic structure 
of accounting controls during the preliminary phase of the review 
and then only completing the reviews of those application con­
trols that will serve as a basis for audit reliance. Similarly, the 
auditor would not normally rely solely on any one control—each 
should be reviewed and evaluated as an element of the account­
ing control for the application under review.
Input Controls
Overview. “Input controls are designed to provide reasonable 
assurance that data received for processing by EDP have been 
properly authorized, converted into machine sensible form and 
identified, and that data (including data transmitted over com­
munication lines) have not been lost, suppressed, added, dupli­
cated, or otherwise improperly changed. Input controls include 
controls that relate to rejection, correction, and resubmission of 
data that were initially incorrect.”1
There are four basic categories of input to be controlled:
1. Transaction entry—Because transaction entry frequently rep­
resents the largest volume of activity, it usually accounts for 
the greatest number of errors. Additionally, the entry of trans­
actions may cause the system to generate additional related 
transactions. For example, an inventory withdrawal might 
cause a purchase order and receiving documents to be gen­
erated.
1 AICPA, Statement on Auditing Standards No. 3, “The Effects of 
EDP on the Auditor’s Study and Evaluation of Internal Control” 
(New York: AICPA, 1974), paragraph 8a. Hereinafter noted in text 
as SAS No. 3.
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Standardized input forms may be used to reduce and con­
trol errors. A carefully structured form makes it easy for the 
preparer to complete the document quickly and easily, while 
poor forms design may lead to an unnecessarily high error 
rate. Some systems use terminal devices for the direct entry 
of input, sometimes without the need to prepare documents. 
A wide variety of devices are available. Input may be struc­
tured in several different ways. A blank form can be displayed 
on a screen for the operator to complete. A question-and-an­
swer approach may be used to guide the operator through 
the data elements that must be provided as part of the input. 
Lighted keys may be employed to indicate the sequence of 
steps to be followed. Some input can be subject to a clerical 
review designed to check the accuracy of its preparation be­
fore the input is processed by the system.
2. File maintenance transactions—File maintenance (updating) 
often involves a limited volume of data, originates from re­
stricted sources, and has a relatively long-term impact on the 
file or files that are updated, for example, a change of address 
on a customer master file. Errors in the maintenance of master 
files can have a continuing impact on accounting transactions. 
For example, an error in changing sales prices on a product 
master file could have a cumulative effect that would be 
material.
3. Inquiry transactions—Although these transactions do not 
change the file that is referenced, they can serve to trigger 
other decisions on the part of the user; and such decisions 
may result in other transactions or inputs. For example, an 
inventory status inquiry may indicate an out-of-stock condi­
tion for a particular item, which might cause the user to pre­
pare a purchase order and an update of a pending order file.
4. Error correction transactions—Action taken to correct known 
errors can involve complex procedures, such as reversal of the 
original transaction, adjustment of the original transaction, 
entry of a new transaction, reentry of the original transaction, 
or some combination of these entries. Error correction is usu­
ally more complex than the original transaction entry, and 
offers a greater opportunity for additional errors.
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Application control No. 1—Only properly authorized and approved 
input, prepared in accordance with management’s general or spe­
cific authorization, should be accepted for processing by EDP.
Description—Each application should include a procedure for 
authorizing input transactions. Authorization is normally evi­
denced by a signature or a stamp on a source document or by 
user department approval of a batch of documents. In systems 
where input is not supported by documents, authorization may 
be controlled by a program that checks an internal table in the 
computer to determine that the individual is authorized to both 
operate the terminal and enter that type of transaction. Terminal 
and user identification is then stored as part of the input trans­
action.
Most applications involve a large number of transactions of 
relatively small individual dollar amount. In such instances, a 
form of blanket approval may be in effect. For example, a trans­
portation company might spend an average of $20 investigating 
each damage claim, about 60 percent of which were for less than 
$20. By granting a basic authority to pay all claims of $20 or less 
without investigation, the management has given general author­
ization. This is an acceptable alternative when specific authori­
zation of each transaction is not practical. Another alternative is 
using the computer to perform part of the authorization func­
tion. For example, a disbursement application might prepare a 
check without further authorization when an approved voucher 
payable, purchase order, and receiving report are recorded within 
the system. Although the actual disbursement might not carry 
an approval, it could be traced or referenced to properly ap­
proved, related transactions.
When input transactions are not approved before processing, 
controls may be provided by one or more of the following tech­
niques :
1. An independent review of transaction output, by either an 
independent group or the user department that originated 
the input.
2. A review of input data after it has been processed. The re­
view may be performed by personnel who have the authority 
to approve transactions.
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3. A post-input authorization applied to transactions in excess 
of a specified dollar limit, or selected random transactions, 
on an exception basis. This technique is particularly useful 
in large-volume applications where many transactions have 
a low dollar value.
Review and tests of compliance—If the auditor plans to rely 
on application control No. 1, as it applies to a particular applica­
tion, one or more of the following procedures may be performed:
1. Obtain or prepare a list of sources for input transactions along 
with the required authorizations.
2. Examine, on a test basis, evidence that transactions were prop­
erly authorized.
3. Investigate significant exceptions in the authorization process.
Application control No. 2—The system should verify all significant 
codes used to record data.
Description—In many instances, computer processing is most 
efficient when codes are used to represent data. For example, a 
two-character numeric field could store codes that represent 99 
geographic locations (for example, 36 =  New York, 24 =  Ohio, 
and so forth) whereas the use of names would require a much 
larger field. Codes are sometimes used to allow the system to per­
form functions more efficiently. For example, names are often 
assigned codes which, when sorted into numerical sequence, will 
place the names in proper alphabetical order. Self-checking digits 
are often added to code numbers to detect transpositions or 
other clerical errors. Other techniques may be used to ensure 
the validity of codes. For example, input data might include both 
account number and the first three letters of the account name; 
if either of these elements does not match the master file, the 
transaction is rejected.
Review and tests of compliance—If the auditor plans to rely on 
application control No. 2, either or both of the following pro­
cedures might be performed:
1. Review procedures for the application and verification of 
codes, and determine that reasonably effective techniques are 
being used to check their accuracy.
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2. Trace, on a test basis, code values on transaction files to sup­
porting source documents to determine that codes are being 
properly verified.
Application control No. 3—Conversion of data into machine-sen­
sible form should be controlled.
Description—Conversion of data into machine-sensible form is 
often a major source of error. The most common mistakes involve 
keying errors and the losing or dropping of records. Techniques 
available to minimize errors include the following:
1. Record counts. The transactions to be converted are counted. 
After conversion, the new records are counted and the total 
is compared to the original count.
2. Batch controls. Items to be processed are collected into groups 
and counted (batched). After processing, a control total, for 
example, sales dollars, or hash total, such as, the sum of all 
account numbers, for each batch is reconciled to the original 
control total. Batches can also be numbered, and the com­
puter can be programmed to account for numerical sequence 
and provide a printed report of missing batches.
3. Computer editing. The computer can perform a wide range of 
edit tests on input records including tests of reasonableness 
(for example, time cards exceeding a reasonable number of 
hours), cross-checks between files to verify relationships (for 
example, the transaction is for an open account on the master 
file), and tests for non-numeric data in a numeric field (that 
is, the presence of alphabetic or special characters in a field 
that should contain numbers).
4. Verification. Data conversion is performed on a dual basis. 
After conversion, the two results are compared. This tech­
nique is used primarily in the keying of data for batch-oriented 
operations, but can also be applied in other environments by 
review and verification of edit listings.
5. Anticipation control. This technique is based on the antici­
pated receipt of particular data. For example, a payroll appli­
cation may be programmed to expect a time card for each 
employee and to print an exception listing of those employees 
from whom no time card is received.
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1. Review the procedures and techniques for controlling the 
conversion of input to machine-sensible form.
2. Observe the performance of verification procedures and the 
processing of edit or exception listings.
3. Trace, on a test basis, batch totals to control logs.
4. On a test basis, compare edited transactions to original input.
5. Use a test deck to test the operation of specific control features 
or enter ambiguous or false data into the normal input proc­
essing flow to see if errors are detected. In both of these 
approaches, the processing of audit data must be carefully 
coordinated with client personnel to prevent adverse effects 
on normal processing and to provide for the reversal of any 
resulting entries on the financial records. These approaches 
are useful only when the auditor is able to determine that the 
program being tested was being used for normal processing 
during the period of time covered by the audit. Since it is 
often quite difficult to make this determination, these two ap­
proaches can be extremely difficult to implement.
Application control No. 4—Movement of data between one proces­
sing step and another, or between departments, should be con­
trolled.
Description—Control over data movement is designed to pre­
clude lost, added, or altered data. Such control should be estab­
lished within user groups, the control group, and the EDP depart­
ment.
This control usually begins with input control totals which are 
developed and then reconciled with run-to-run controls ( see ap­
plication control No. 6, “Processing Controls,” page 56) that are 
generated each time data are processed. Batch controls and 
signed receipts can be used to control the physical flow of data. 
At each step, the receiver acknowledges that he has the data 
which should be balanced to a transaction count or control total.
Review and tests of compliance—One or more of the following
procedures might be employed if the auditor plans to rely on
application control No. 3:
54
1. Review data movement control procedures.
2. Observe the procedures for issuing and verifying receipts used 
to control data movement, and review procedures for batch 
total reconciliation.
3. Trace, on a test basis, a group of transactions through the sys­
tem from initiation to completion of processing.
4. Test the reconciliation of key run-to-run controls.
Application control No. 5— The correction o f  all errors detected by 
the application system and the resubmission o f  corrected transac­
tions should be reviewed and controlled.
Description—The system should maintain control over the er­
rors detected until they have been resolved. Effective control is 
usually achieved by assigning this responsibility to a specific in­
dividual or group. The errors should be corrected either by the 
group which caused them or by an independent third party who 
reviews them with the originator. The EDP department usually 
corrects only those errors that originated within EDP, such as 
data entry or keypunch errors.
Errors may be assigned a unique identification number and 
then recorded in a manual or computerized log that also indi­
cates the action to be taken to correct them. Strict control should 
be maintained over uncorrected errors, and all errors should be 
cleared within a reasonable period of time. The error log should 
contain complete details for each error, such as transaction date, 
program that detected the error, time, date, nature of the error, 
and an error log number. A supervisor should review the error 
log at regular intervals and initiate action on old items. Unless 
carefully controlled, the error detection and control procedure 
can itself become a source of error. For example, an error may 
be rejected by the system and never reentered. A correction or 
revision that is entered into the system should be subjected to the 
same edits and controls that were applied to the original trans­
action that gave rise to the error.
Review and tests of compliance—The auditor may employ one
or more of the following procedures when planning to place re­
liance on application control No. 4:
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1. Review error handling control procedures to determine their 
adequacy.
2. Review the error log to determine if any items have remained 
uncleared for an unreasonably long time.
3. Investigate, on a test basis, old uncleared errors.
4. Observe the performance of error handling procedures.
5. Test for proper recording in the error log.
6. Test error clearance and the resulting corrected transaction.
Processing Controls
Overview. “Processing controls are designed to provide reason­
able assurance that electronic data processing has been performed 
as intended for the particular application; i.e., that all transac­
tions are processed as authorized, that no authorized transactions 
are omitted, and that no unauthorized transactions are added.” 
( SAS No. 3, paragraph 8b .)
Processing controls, which are usually included in application 
programs, are designed to prevent or detect the following types 
of errors:
1. Failure to process all input transactions, or erroneous proc­
essing of the same input more than once.
2. Processing and updating of the wrong file or files.
3. Processing of illogical or unreasonable input.
4. Loss or distortion of data during processing.
Application control No. 6—Control totals should be produced and 
reconciled with input control totals.
Description—The system should facilitate balancing input con­
trols with processing controls, that is, run-to-run controls. For ex­
ample, if a general ledger system provides for total debits and
Review and tests of compliance—The auditor may perform one
or more of the following procedures if planning to place reliance
on application control No. 5:
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credits to be posted as an input control, the system should be 
programmed to produce corresponding debit and credit totals.
Review and tests of compliance—The auditor may perform one 
or more of the following procedures if planning to place reliance 
on application control No. 6:
1. Review the procedures for generating and reconciling control 
totals.
2. Observe the performance of the reconciliation process.
3. On a test basis, trace control totals to related input controls.
Application control No. 7—Controls should prevent processing the 
wrong file, detect errors in file manipulation, and highlight opera­
tor-caused errors.
Description—Processing programs should check file identifica­
tion, dates, or version numbers to determine that the proper file 
is being processed. External labels may be subjected to a manual 
check. For example, payroll check processing may be accurate in 
all respects, except for updating the wrong year-to-date earnings 
file. This type of error could be prevented by a system of internal 
labels. Parameter cards, processing or transaction dates, job 
control or execution commands, and other commands entered by 
operators should be controlled. In some cases the system can be 
programmed to print the input received so that the operator can 
verify it before processing begins. Other systems provide for the 
recording of all operator commands so that they may be printed 
out and reviewed by management at a subsequent time.
Review and tests of compliance—The auditor may employ one 
or more of the following procedures if planning to place reliance 
on application control No. 7:
1. Review file and processing controls to determine their ade­
quacy.
2. Review, on a test basis, the console log for error messages 
caused by operator action or for indications that label proc­
essing and checking are being bypassed. Determine how er­
rors were subsequently resolved.
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Application control No. 8—Limit and reasonableness checks should 
be incorporated within programs.
Description—Properly designed programs may contain a va­
riety of logic checks that preclude such processing errors as re­
ducing inventory quantity to a minus value, charging deprecia­
tion in excess of original asset value, or accepting a credit sale for 
a closed account.
To some extent, these controls overlap those already presented 
in the earlier discussion of input (application control No. 3, page 
53). It is often difficult to distinguish between controls over input 
and controls over the subsequent processing of that input. In prac­
tice, the auditor would review and test both controls concurrently.
A wide variety of logical tests may be used to verify the con­
tents and relationships of records during the processing cycle. 
Some of these tests include the following:
1. Comparison to a limit.
2. Comparison to a range of values.
3. Test for proper mathematical sign.
4. Test for zero value.
5. Test for non-numeric data in a numeric field.
6. Comparison of field value or code against a table of allowed 
values or codes.
7. Test of logical relationship between fields.
8. Validation of self-checking numbers.
Review and tests of compliance—One or more of the following 
procedures may be used by the auditor when planning to place 
reliance on application control No. 8:
1. Review application documentation to determine what edit 
criteria has been provided within computer programs.
2. Review the application output for evidence that logical edit­
ing tests have been applied. An absence of errors may indicate 
that an effective editing job has been performed, that no er­
rors were present, or that no editing was provided.
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3. Use computer audit software to perform an after-the-fact edit 
and review of the data recorded on output files for significant 
accounting applications. This procedure may be utilized par­
ticularly in those cases where the output to be reviewed is 
only available in machine-readable form.
4. Use test decks to test the limit and reasonableness checks in 
the system. (The precautions outlined in regard to control 
No. 3, on page 54, related to the use of test decks also apply 
to this procedure.)
Application control No. 9—Run-to-run controls should be verified 
at appropriate points in the processing cycle.
Description—Selected field totals and record counts should be 
accumulated and compared, where appropriate, on a run-to-run 
basis. Errors could be caused by operator mistakes ( such as using 
the wrong version of a file), or a program, operating system, or 
hardware failure. For example, if 10,000 transactions totaling 
$100,000 were currently processed, and the prior open-item file 
contains 80,000 transactions totaling $700,000, the updated output 
file should contain 90,000 records totaling $800,000. This type 
of control can be exercised either manually or within a computer 
program.
Review and tests of compliance—When planning to rely on ap­
plication control No. 9, the auditor may perform one or more of 
the following procedures:
1. Review the control totals that are being generated to deter­
mine if they provide a basis for establishing adequate run-to- 
run controls.
2. Observe procedures for reconciling run-to-run controls.
3. Test the reconciliation of selected run-to-run controls.
Output Controls
Overview. “Output controls are designed to assure the accuracy 
of the processing result (such as account listings or displays, re­
ports, magnetic files, invoices, or disbursement checks) and to as­
sure that only authorized personnel receive the output.” ( SAS No.
3, paragraph 8c.)
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The basic output controls are balancing, visual scanning or 
verification, and distribution. The two categories of output that 
must be controlled are machine-sensible files, and reports, listings, 
or other media (whether printed, displayed on terminals, or re­
corded on microfilm).
Application control No. 10—Output control totals should be re­
conciled with input and processing controls.
Description—Output controls should be reconciled to other 
controls. Ideally, reconciliations, such as balancing to general 
ledger figures, should be performed by the user, by an indepen­
dent control group, or by the computer program used for the 
processing. In the latter case, exceptions or out-of-balance con­
ditions would appear on error reports. (For a further discussion 
of the role of an independent control group, see chapter 3, page 
43.)
Review and tests of compliance—Procedures that may be em­
ployed when the auditor plans to rely on application control No. 
10 include the following:
1. Review the procedures for reconciling output to other con­
trol totals.
2. Observe the performance of reconciliations.
3. Test reconciliations.
4. Test the procedures used by user departments or indepen­
dent groups to review output.
Application control No. 11—Output should be scanned and tested 
by comparison to original source documents.
Description—Master file revisions of non-numeric data are an 
example of the type of transaction that cannot be controlled by 
the balancing of totals. For example, a single error in the de­
scription of a popular item on the pricing master file could cause 
thousands of shipments to be in error. Although some control can 
be achieved by reconciling record counts, additional procedures 
are usually required. A report of master file or other critical file
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revisions showing the before and after contents of the file should 
be prepared and subjected to an item-by-item comparison with 
source records. In some systems, master file changes can be veri­
fied by confirming them directly with the third parties involved. 
For example, stock brokerage firms normally confirm address 
changes with their clients and banks often confirm the closing 
of accounts.
Review and tests of compliance—One or more of the following 
procedures may be performed if the auditor plans to place re­
liance on application control No. 11:
1. Review the procedures for verifying changes that do not lend 
themselves to control by the balancing of totals.
2. Observe the performance of verification procedures.
3. Test the comparison of output with source documents.
4. Confirm, on a test basis, under audit control, master file 
changes with the affected third parties.
Application control No. 12—Systems output should he distributed 
only to authorized users.
Description—Output should be delivered on a timely basis to 
properly authorized users. In many instances, such as payroll 
checks and product costs, the output is confidential. An inde­
pendent control group should be responsible for the distribution 
of all output to provide an element of security for confidential 
data and to help prevent errors or irregularities that might result 
from the diversion of output. (For a further discussion of the 
functions of an independent control group, see chapter 3, page 43.)
Review and tests of compliance—One or more of the following 
procedures may be performed if the auditor is planning to rely 
on application control No. 12:
1. Review procedures for controlling the distribution of output.
2. Observe the distribution of output.
3. Test the distribution of selected outputs to determine that the 
recipients are properly authorized.
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As stated in the introduction to this chapter, application con­
trols should be evaluated for each significant accounting appli­
cation. The effectiveness of controls in each category—that is, 
input, processing, and output—should be considered in relation 
to their impact on the application being reviewed. A weak­
ness in one category might well be offset by a strength in 
another. For example, a poor level of control over the verification 
of code value input (application control No. 2 ) might be com­
pensated by an adequate system of processing edit controls 
(application control No. 8 ). Since there is no effective way to 
codify the evaluation process, the auditor must exercise judgment 
in light of the adequacy of control and the significance of the 
individual accounting application.
When evaluating application controls, the auditor should con­
sider some of the following general points:
1. A lack of adequate input control may permit items to become 
lost, duplicated, or be entered incorrectly, which would have 
a serious effect on reported financial results.
2. A weakness in processing controls may have a serious effect 
on the data records, possibly resulting in the loss or dupli­
cation of records or errors in balance-forward amounts used 
in many applications. For example, an error in program logic 
might remain undetected for a long time. Therefore, a large 
number of related records may be adversely affected.
3. Output controls may have an important impact on the audit 
function. Further, output in the form of checks, drafts, or 
privileged information can create an area of considerable audit 
concern. If the control of output distribution is weak, the 
auditor should be aware of the increased potential for errors 
and irregularities.
The auditor should consider the strengths and weaknesses in 
the application controls for each significant accounting applica­
tion and the contribution or effect of general controls in evaluat­
ing accounting control and determining the nature, timing, and 
extent of the substantive tests to be performed.
Audit Effect of a Weakness in Application Controls
62
Chapter 5
Documentation of an EDP-Based System
This chapter indirectly relates to the review and evaluation of 
EDP accounting controls in that it provides background for the 
auditor’s understanding of the system. The chapter is intended to 
highlight the importance of good documentation to both man­
agement and the auditor. It is intended to provide some guidance 
about the minimum client documentation that should be present 
within any EDP installation. Auditors can serve both their own 
interests and those of their clients by attempting to foster the 
implementation of adequate documentation standards.
Documentation serves a number of very useful purposes. It 
provides a starting point for developing an accurate understand­
ing of computer-processing activities and their impact on user 
groups. It may also be used as a tool for planning and monitor­
ing the implementation of new computer applications. 
Documentation generally provides
1. An understanding of a system’s objectives, concepts, and out­
put.
2. A source of information for systems analysts and programmers 
who are responsible for maintaining and revising existing sys­
tems and programs.
3. Information necessary for supervisory review.
4. A basis for training new personnel.
5. A means of communicating common information to other sys­
tem analysts, programmers, and operators.
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6. A source of information about accounting controls.
7. A source of information needed to provide continuity in the 
event of loss of experienced personnel.
The only official documentation standards that have been es­
tablished are those promulgated by the Internal Revenue Service 
as a small part of their requirements in regard to EDP record re­
tention. Rev. Proc. 64-12 and Rev. Rul. 71-20 provide guidelines 
covering the minimum documentation that may be required to 
support an EDP-based system that records or develops data used 
in determining federal income tax.
Documentation in an EDP Environment
Good documentation is important to the design and imple­
mentation of a well-controlled system and serves as a source of 
information in the study and evaluation of accounting control. 
EDP documentation defines the system and procedures for per­
forming data-processing tasks. It includes systems and program 
descriptions, flowcharts, program listings, record layouts, oper­
ating intructions, control procedures, examples of input docu­
ments, and sample output reports.
The preparation of documentation requires an appreciable 
amount of time and effort. Unless it is subject to stringent control 
and review, it may not be adequately developed.
To be effective, documentation must be complete and pre­
pared in conformity with a predetermined standard, which should 
be established prior to beginning systems design and program­
ming. Historically, documentation is almost never complete un­
less prepared as an integral part of the systems and program 
design.
Although documentation standards and terminology will vary 
from organization to organization, the following classifications 
have been adopted for the purposes of this guide:
1. Problem definition documentation.
2. Systems documentation.
3. Program documentation.
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4. Operations documentation.
5. User documentation.
Problem definition documentation. Documentation for problem 
definition typically should
1. Describe the reasons for implementing the system.
2. Describe the operations performed by the system.
3. Include the project proposals.
4. Provide evidence of approval of the system and subsequent 
changes.
5. List the assignment of project responsibilities.
By reviewing problem definition documentation, the auditor 
should be able to gain a general understanding of the system 
without becoming involved in the details of the programs.
Systems documentation. Systems documentation includes the 
following:
1. Systems description.
2. Systems flowcharts, showing the flow of data through the sys­
tem and the interrelationship between processing steps and 
computer runs.
3. Input descriptions.
4. Output descriptions.
5. File descriptions.
6. Descriptions of controls.
7. Copies of authorizations and their effective dates for systems 
changes that have been implemented.
Systems documentation generally provides sufficient informa­
tion to trace accounting data from the original entry to system 
output. Therefore, the auditor may be able to determine that 
an adequate audit trail has been provided. It may also be pos­
sible to identify data that is not presently being printed but would 
be helpful in performing an audit.
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Program documentation. Unless included in other documenta­
tion, the documentation for each program in the system typically 
includes the following:
1. Brief narrative description of the program.
2. Flowchart, decision table, or detailed logic narrative.
3. Source statements or parameter listings.
4. List of control features.
5. Detailed description of file formats and record layouts.
6. Table of code values used to indicate processing require­
ments.
7. Record of program changes, their authorizations, and effec­
tive dates.
8. Input and output formats.
9. Operating instructions.
10. Descriptions of special features such as error detection rou­
tines, program switches, and the use of tables.
Program documentation is used primarily by programmers and 
systems analysts to provide an effective control over corrections 
and revisions to programs. However, it may also be useful to the 
auditor for determining the current status of a program.
Operations documentation. Information provided to the com­
puter operator for each program typically includes
1. Brief description.
2. Description of the required inputs and outputs, for example, 
the forms and formats used.
3. Sequence of cards, tapes, disks, and other files.
4. Set-up instructions and operating system requirements.
5. Operating notes listing program messages, halts, and action 
necessary to signal the end of jobs.
6. Control procedures to be performed by operations.
7. Recovery and restart procedures to be used when hardware or 
software malfunctions.
66
8. Estimated normal and maximum run time.
9. Instructions to the operator in the event of an emergency.
Operations documentation may be reviewed to obtain an un­
derstanding of the functions performed by the operations group 
and to assist in determining how information is processed within 
the EDP department.
User documentation. User departments submitting data to or 
receiving data from the EDP department are usually supplied 
with both a description of required input and an output listing. 
User documentation generally includes the following:
1. Description of the system.
2. Description of the input and output.
3. List of control procedures and an indication of who is respon­
sible for performing those procedures. This responsibility is 
identified by position, not by individual name.
4. Error correction procedures.
5. Cutoff procedures for submission of data to the data process­
ing department.
6. Description of how the user department should check reports 
for accuracy.
User documentation may be reviewed to obtain an under­
standing of the functions performed by the user, and to assist in 
determining the flow of information between the user and data 
processing departments.
The Audit Impact of Documentation
Management’s failure to establish adequate documentation 
standards may affect the reliability of the documentation. If reli­
able documentation is not available, the auditor must find other 
sources of information, which may prove to be difficult, time- 
consuming, and costly.
67
M013 6 0 2
